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Background
ITU-R Study Group 1 has previously considered the development and introduction of ultra-wideband (UWB) technology under Questions ITU-R 226/1 and ITU-R 227/1, resulting in the publication of Report ITU-R SM.2057-0 and Recommendation ITU-R SM.1755-0. Since the last of these documents was issued in 2006, UWB has evolved and seen significant market adoption with its inclusion in smartphones beginning in 2019. The current published Report and Recommendation do not reflect this evolution and there is a need for more current information.

Discussion
At its June 2024 meeting, Working Party 1A decided to begin drafting a new Report SM.[UWB.EVOLUTION] to document the recent changes in UWB technology and usage patterns for the benefit of ITU-R members, rather than attempting to update Report ITU-R SM.2057-0 and Recommendation ITU-R SM.1755-0. This work was continued at the June 2025 meeting, with several contributions being merged into a single Working Document and identification of further content contributions needed to improve the document.

Proposal
The attached contribution intends to progress the development of the Working Document, proposing additional content and editorial improvements.
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[bookmark: _Toc200986746]1	Introduction
[Editor’s Note: Check Terminology to avoid overlap with 5B, use of “Radar”?]	Comment by USA: Propose using “ranging” and “location sensing” as general terms for 2-way and 1-way location measurement applications throughout. Usage of “radar” when referencing  previous documents will be retained, with appropriate explanations inline.
This Report addresses devices using ultra-wideband (UWB) technologies in the frequency range below between 3.1 GHz and 10.6 GHz. It provides information on current and future use of UWB technology, including characteristics and assumed deployment information, including possible national experiences. 
[Editor's Note: Check on the lower limit of frequency ranges used, etc…]	Comment by USA: Propose limiting the range of UWB applications in this document to “between 3.1 and 10.6 GHz” incorporating Channels 1-14. References to other frequency ranges used in prior USB documents will be retained, with context.
This report provides information about the evolution of ultra-wideband (UWB) technology and its usage, particularly since the 2019 introduction of UWB capabilities in smartphones. It only covers only applications using UWB technologies operating as short-range devices (SRDs), i.e. uses not covered by a Radio Servicen allocation in the Radio Regulations (RR).
It also includesprovides  context about the anticipated uses and projected adoption of based how UWB was foreseen to develop at the time of the creation of Recommendation ITU-R SM.1755-0 and , and may provide a basis forserve as common ground on which to base ana substantial overhaul of this Rrecommendation ITU-R SM.1755-0 to update itso it fully aligns with with the current use of UWB.	Comment by USA: Align dates and references to earlier documents to specific years of ITU publication dates rather than relative reference to time periods (global, some references in yellow highlight)
Additional information about UWB technical parameters and industrial/commercial use cases may be found in Recommendation ITU-R SM.1755-0 and Report ITU-R SM.2057-0.
[bookmark: _Toc200986695][bookmark: _Toc200986747][bookmark: _Toc200986749]1.1	Structure of this document	Comment by USA: Propose Incorporating this information into section titles (TOC) and introductory text in each section as appropriate.
Section 2 reviews the UWB use cases that were described in ITU documentation 20 years ago. 
Section 3 provides an overview about the actual evolution of UWB use cases below 10.6 GHz. 
Section 4 provides the background high level technical background of UWB technology including IEEE 802.15.4z standard which has created strong interest in UWB applications since 2020. 
Section 5 provides background information on what makes UWB unique compared to technologies offering similar functionality. 
Section 6 provides elaboration of today’s UWB applications as currently being developed and deployedeveloped by industry and industry associations, underlining the strong evolution in UWB applications.
Section 7 provides technical and regulatory considerations regarding applications using UWB technologies.
Section 8 provides a summary of the report.
[Editor’s Note: section 4 and section 6 can be replaced by brief summaries and the content can be moved to annexes.]
[bookmark: _Toc200986750]2	Review of envisioned UWB use in 2005 20 years ago
UWB technology and information related to compatibility studies were made available to ITU-R members in Report ITU-R SM.2057-0 (published in 2005) and Recommendation ITU-R SM.1755-0 (published in 2006).Since the initial development of the recommendations and report on UWB Since that time, theis technology, use cases and range of product in the market haves evolved: certain approaches are no longer in use. . Certain use cases and applications for UWB that were anticipated and were included are covered in Recommendation ITU-R SM.1755-0 did have not materialize dover the years.
[bookmark: _Toc200986751]2.1	Overview 
[bookmark: _Toc200986752]2.1.1	UWB below 10.6 GHz 
[Editor’s Note: This is a conclusion, rephrase and move after explanation. Ranging vs Radar]
UWB usage below 10.6 GHz has proven to be less ubiquitous than Report ITU-R SM.2057-0 assumed. In particular, “dense, high activity factor communication markets” are now served by Wi-Fi and Bluetooth rather than UWB. Only the location measurement and imaging applications remain as UWB-based solutions, these are applications with much lower density and/or activity factors.
In addition, most UWB transmission today are designed to have attenuated emissions beyond the necessary bandwidth rather than the extreme broadband nature assumed when UWB was developed originally. 
While many UWB applications use a 500 MHz bandwidth, there are also UWB applications with wider bandwidths within the 3.1-10.6 GHz range.
[bookmark: _Toc200986753]2.1.2	UWB based vehicular radar
Technology and market demand for vehicular short-range radar (SRR) has evolved. UWB technology based vehicular SRR as described in Recommendation ITU-R SM.1755-0 are no longer in use. In a number of administrations and regions the use of 24 GHz UWB based vehicular SRR is no longer allowed.
Therefore, vehicular radar is not covered by this report which only focuses on the frequency range below 10.6 GHz.
[Editor’s Note: objective is to keep this to 2-3 pages, so the report is focused on forward looking material. Details to be put in an Annex, if needed]
[bookmark: _Toc200986754]2.2	Rationale for the described developments 
Recommendation ITU-R SM.1755-0 attempted to summarize the basic deployment characteristics of UWB at the time of its writingas of 2006. The reality of UWB deployment today since then substantially challenges those assumptions. This Report aims to provide a more up to date overview of current and planned UWB applications including information on operational and technical characteristics.
The more detailed info on the assumed use of UWB at the time were more specifically described and used for impact studies of UWB to radiocommunication services in Report ITU-R SM.2057-0, which was completed in 2005. 
The UWB applications described therein arewithin that Roport were considered in categorized with two categoriesmodi[footnoteRef:1]: [1: 	Report ITU-R SM.2057, section 3.2, p. 12.] 

–	systems offering high (>100 Mbit/s) or very high (>500 Mbit/s) data rates (HDR or VHDR);
–	systems supporting low data rates (e.g. few kbit/s to 100 kbit/s) with localization and tracking (LDR-LT) capabilities (e.g. ranging accuracy below 1 m over a range of tens of metres).
There was a strong focus on HDR and VHDR, which are based on an OFDMA- type architecture. 
Over time HDR and VHDR applications were not successful in the market and faced strong competition by other wideband unlicensed technologies This meant that the HDR and VHDR use cases were never realised. 
Some further information on these high density, high data rate applications was described in section 3.3.4 of Report ITU-R SM.2057. None of these applications make use of UWB as of today.
A much lesser focus of Report ITU-R SM.2057 was on the second set of applications described as LDR-LT are based on impulse radio which has evolved since then.
[bookmark: _Toc200986755]3	Current aState of play for applications using for UWB technologies between 3.1 and elow 10.6 GHz
[bookmark: _Toc200986756]3.1	TrackingRanging
A much lesser focus of Report ITU-R SM.2057 was on the second set of applications described as LDR-LT are based on impulse radio. The A key advantage of the wide bandwidth of UWB LDR-LT characteristic that no other technology may offer is the ranging accuracy which has improved over time to centimetre accuracy, as of 2025. Nevertheless, this use case remained a niche application for localized markets where regulations allowed its use for location tracking in industrial contexts and was highly focused on IEEE UWB Channel 5 (6.2‑6.8 GHz).
In location tracking applications, the channel impulse response is analysed to find the shortest path between transmitter and receiver, as a measure of the distance between both devices. When this analysis is done using pseudo random sequences, it is possible to securely provide an upper bound to the distance between two devices. Localization and tracking is further described in section XX. Nevertheless, national regulations remained fragmented until a more common framework emerged around 2019 focusing on location tracking in the range 6-8.5 GHz. A revamp of IEEE 802.15.4 standards came at the same time and two major channels emerged: Channel 5 (6.2-6.8 GHz) and Channel 9 (7.7-8.3 GHz). Only then did UWB becoame a technology available in for end userconsumer devices such as smartphones. It should be noted that other technologies are also aimed at the localisation market, including other unlicensed solutions based on Bluetooth and Wi-Fi.	Comment by USA: Identify reference
[bookmark: _Toc200986757]3.2	Radar Location Sensing 
For the radar-like reflective location sensing applications, there are two different basic modulations in use. The first one is the pulsed-based modulation and the other one is frequency domain modulation. For UWB sensing applications, the physical effect is more important (electromagnetic behaviour of the materials) than a given frequency range (channel plan), which is necessary for interoperability. Therefore, UWB sensing applications focus on the material characteristics and wanted design performance requirements out of the intended useof the system. and Tthe used bandwidth used is typically larger than 500 MHz anywhere within the range 13.1-10.6 GHz.
For pulse-d based modulation the largeultra-wide bandwidth of the UWB signals enables the transmission of signals with sharp rising and falling edges, often combined in the transmission of very short pulses. These short pulses allow receivers to distinguish individual multipath components. 
When a receiver has knowledge of the signal being transmitted, it can use the short pulses to estimate the channel impulse response estimate with very high resolution. This could be used also for object separation and classification in the channel.
Alternatively, Radar location sensing applications with fast sweep time also fit under the definition of UWB. These are mostly FMCW or variants of it. The large bandwidth allows very high resolution or to assess the spectral response of the object within the channel.
For sensing and determination applications, the transmitter and receiver are usually co-located. Features from the channel impulse responses are extracted to reveal characteristics of the environment in which the device is operating.
[bookmark: _Toc200986758]4	Current UWB technology 	Comment by USA: Move this to an Annex
[bookmark: _Toc200986759]4.1	Background on impulse based UWB
[bookmark: _Toc200986760]4.1.1	Standardisation
In addition to regulatory bodies such as the FCC and CEPT, other standard setting organizations like the Institute of Electrical and Electronics Engineers (IEEE) became involved in UWB systems and applications early on.
Early commercial UWB efforts were focused on high data rate communications. Only later did the focus shift to ranging and geolocation, and in 2004 the IEEE established the 802.15.4a task group to develop a standard for such applications including an associated UWB physical layer (PHY). An updated version of this PHY is included in the IEEE standard.
Building on this standardization activity, other bodies, such as the FiRa Consortium, have taken the IEEE 802.15.4 PHY and MAC specifications as the basis for further extensions. These include the specification of an application layer and service-specific protocols to support a variety of vertical market applications, thus creating standards for end-to-end, interoperable UWB systems.[footnoteRef:2]  [2: 	See Hans-Juergen Pirch, Frank Leong, FiRa Whitepaper on Introduction to Impulse Radio UWB Seamless Access Systems.] 

[bookmark: _Toc200986761]4.1.2	UWB pulse shape
In order to match the UWB signal to the 500 MHz bandwidth, the pulse shape needs to be chosen carefully to ensure compliance with the IEEE standard and avoid distortion of adjacent channels. Additionally, stringent regulatory transmit limits must be respected. Figure 2 shows the IEEE[footnoteRef:3] Root Raised Cosine (RRC) HRP UWB reference pulse with a center frequency that corresponds to UWB channel 9, as well as an upconverted 8th order Butterworth low pass pulse with a −3 dB bandwidth of 500 MHz and a center frequency that corresponds to UWB channel 5. Both of these pulses would meet the requirements specified in IEEE to be used for UWB radios4. [3: 	IEEE 802.15.4-2015: “IEEE Standard for Low-Rate Wireless Networks”, IEEE, 2015.] 

Figure 1
IEEE reference pulse for channel 9 and example pulse for channel 5
[image: A graph of a pulse

Description automatically generated with medium confidence]
[bookmark: _Toc200986762]4.1.3	UWB channel characteristics
The ultimate performance limit of a communication system is determined by the channel it operates in. In order to effectively predict performance, a realistic channel model is essential.[footnoteRef:4] Channel models are typically developed by combining practical measurements in relevant environments and simulation.[footnoteRef:5] [footnoteRef:6] [4: 	See A.F. Molisch: “Wireless Communications”, New York, IEEE Press/Wiley, 2005.]  [5: 	See Andreas F. Molisch, Dajana Cassioli, Chia-Chin Chong, Shahriar Emami, Andrew Fort, Balakrishnan Kannan, Johan Karedal, Juergen Kunisch, Hans Gregory Schantz, Kazimierz Siwiak, and Moe Z. Win: “A Comprehensive Standardized Model for Ultrawideband Propagation Channels”, IEEE Transactions on Antennas and Propagation, 2006.]  [6: 	See Johan Karedal, Shurjeel Wyne, Peter Almers, Fredrik Tufvesson, Andreas F. Molisch: “A Measurement-Based Statistical Model for Industrial Ultra-Wideband Channels”, IEEE Transactions on Wireless Communications, 2007.] 

Commercial UWB systems are intended to be used in complex environments such as residential, office or industrial indoor areas. In these environments, signal reflection and diffraction play a significant role. The signal received by an antenna is the sum of the attenuated, delayed and possibly overlapping versions of the transmitted signal and may vary over time (due to movement of receiver/transmitter or change in environment). These different versions of the transmitted signal are typically referred to as multipath components (MPCs).
The large bandwidth of UWB systems ensures a high level of resilience to frequency-selective fading, which is an effect that limits performance in narrow-band technologies.[footnoteRef:7] Furthermore, many of the multipath components are resolvable due to the short pulse durations/high bandwidth involved.[footnoteRef:8] [7: 	See M. Z. Win and R.A. Scholtz: “Impulse Radio: How it works”, IEEE Commun. Lett. Vol.2, 1993.]  [8: 	See A.F. Molisch: “Ultra-Wide-Band Propagation Channels”, Proceedings of the IEEE Vol.97 No.2, 2009.] 

For the design of a receiver, it is important to understand the number of MPCs that are necessary to capture a certain amount of energy. In previously mentioned environments this can be a challenge, especially in Non-Line-of-Sight (NLOS) scenarios where the 100 strongest MPCs may carry as little as 30% of the total energy.[footnoteRef:9] [9: 	Johan Karedal, Shurjeel Wyne, Peter Almers, Fredrik Tufvesson, Andreas F. Molisch: “A Measurement-Based Statistical Model for Industrial Ultra-Wideband Channels”, IEEE Transactions on Wireless Communications, 2007.] 

Furthermore, for ranging applications it is essential to identify the first path, as it is most representative of the distance between transmitter and receiver. In NLOS scenarios especially, this may not be the strongest of the MPCs [Moli09] as illustrated in Figure 3, which represents an additional challenge for the receiver (first path detection).[footnoteRef:10] [10: 	See Hans-Juergen Pirch, Frank Leong, FiRa Whitepaper on Introduction to Impulse Radio UWB Seamless Access Systems.] 

Figure 3
Simplified example of multipath components in LOS and NLOS scenario
[image: A diagram of a signal

Description automatically generated]
[bookmark: _Toc200986763]4.2	Impulse radio UWB ranging
[bookmark: _Toc200986764]4.2.1	UWB ranging basics
[bookmark: _Ref199259064]Based on the information in the section above, a standardised ranging protocol based on IEEE 802.15.4 was developed in the FiRa Consortium[footnoteRef:11] with the overall objective to ensure interoperability. The FiRa protocol includes a detection mechanism for UWB devices to detect each other’s presence. The ranging is done by performing Time-of-Flight (ToF) measurements (see Figure 4 between the devices. The ToF is calculated by measuring the roundtrip time of challenge/response packets. Depending on the type of application (e.g. in case of asset tracking, device localization), either the mobile or the fixed UWB device calculates the precise location of the device. In the case where the device is running an indoor navigation service, it is required to know its relative location to the fixed UWB anchors and calculate its position on the area map.[footnoteRef:12] [11: 	https://www.firaconsortium.org/about.]  [12: 	See FiRa Whitepaper on Unleashing the Potential of UWB: Regulatory Considerations.] 

Figure 4
[image: A diagram of a response

Description automatically generated]
[bookmark: _Toc200986765]4.2.2	UWB-enabled devices determining motion and relative position
The real-time accuracy of UWB measurements means a UWB-enabled system can know, with a very high degree of certainty, the precise location of a device and whether it is stationary or moving toward or away from a given object. For example, a UWB enabled system can sense if a person is moving toward a locked door and it can know if the person is on the inside or outside of the doorway. This allows it to determine if the lock should remain closed or open when the person reaches a certain point.
The precise accuracy of UWB ranging allows the use case to define the exact intended range to avoid false triggering. For example, if a person lives in a house with an attached garage, the UWB-enabled system can be configured to detect when a car approaches and open the garage door. Or that it is time to unlock the entryway from the garage to the kitchen so the person can bring in their groceries.14
[bookmark: _Toc200986766]4.2.3	Improved security through UWB usage
Today’s technologies for ranging primarily rely on signal strength to determine distance and location. They measure the device’s signal strength and assume a strong signal means the device is close by. Using what is called a relay station attack, attackers have found a way to trick these systems. In this type of attack, the legitimate wireless signals used to unlock a door are intercepted and amplified, causing the door to open even though the key is not close by.
What’s missing in these other technologies is the precise calculation of actual physical distance; this is exactly what UWB brings to the application. With UWB, any attempt to intercept and amplify the signal during a relay attack will only delay the arrival of the responding device’s acknowledgement signal, making it clear to the UWB-based lock that the responding device is actually further away, not closer. Any UWB signal which attackers succeed in intercepting and boosting will not trick a UWB-equipped lock into opening. Moreover, the extension of IEEE 802.15.4z adds physical layer (PHY) level protection to all known attacks on legacy UWB radios.14
[bookmark: _Toc200986767]4.3	Frequency modulated UWB 
[Editor’s Note: To be further developed: applications for sensing]
[bookmark: _Toc200986768]5	Comparison of UWB with other technologies
[bookmark: _Toc200986769]5.1	Ranging
While Wi-Fi and Bluetooth already have a large market adoption, they lack in accuracyare less accurate  when it comes to their positioning capabilities. When compared to UWB, these technologies provide relatively little to no RF- level security to protect ranging. 
While it is possible to achieve ranging with other wireless connectivity technologies, a person will need to evaluate theirthe environment and determine whatrequirements for accuracy and response time is requiredshould be considered for the intended use case. This will determine the choice of technology. 
In differing use cases, each technology has its own strengths. These are the key advantages UWB has over other positioning technologies:
–	When it comes to accurate positioning, UWB allows systems to precisely localize devices and objects down to less than 10 cm in line-of-sight or non-line-of-sight environments. 
–	The refresh rate is ~200-1 000 times per second, so pinpointing a location can be achievedis done in real time.
–	UWB pulses resist a common difficulty known as the multipath effect. This is what happens when radio signals reach the receiver by more than one path, due to reflection or refraction caused by natural or manmade objects close to the main signal path. The multipath channels cause inter-symbol-interference (ISI) in narrowband signal transmissions, since signals arriving at the receiver from different paths are destructively combined. As a result, signals are distorted when arriving at a receiver. 
However, in the case of UWB, the pulses are very short in time, which significantly minimizes ISI when arriving at a receiver. This is because UWB pulses arriving at different times through multiple paths, are so short in time that they do not interfere with each other. Therefore, theThe received UWB pulses are still individually distinguishable at the receiver, giving them resistance to the multipath effect.[footnoteRef:13] [13: 	See FiRa Whitepaper on Unleashing the Potential of UWB: Regulatory Considerations.] 

[bookmark: _Toc200986770]5.2	Location Sensing (/ Radar)
UWB is one of the options for radar location sensing applications competing with other solutions such as 60 GHz based radar, LiDar or image processing. Its main benefit and drawback are that it still permeates into materials while shorter wavelength and light-based technologies do not penetrate into objects. As of today the two major applications exist using UWB to its advantage in this regard are related tosensing systems for in-ground/in-building material analysis and security scanners.
[bookmark: _Toc200986771]6	Current examples of UWB applications
[bookmark: _Toc200986772]6.1	Introduction
This section describes examples of new generation UWB applications. With broad availability of UWB capabilities in smartphones from multiple manufacturers and ecosystems of compatible products on the market, consumer-facing implementations of UWB technologies are commonplace.
[Editor’s Note: Additional text needed]
[bookmark: _Toc200986773]6.2	Industrial and commercial real time location services (RTLS) applications
[bookmark: _Toc200986774]6.2.1	Description
Until recently, UWB was perhaps best known for its deployment within a number of Real Time Location Services (RTLS) applications. RTLS deployments can precisely track assets and personnel, enabling enterprises to save billions of dollars in terms of enhanced operational efficiencies, increased worker safety and compliance, and loss prevention. In most deployments, enterprises can take advantage of multiple use cases to compound ROI and other benefits. 
For example, within healthcare environments, RTLS solutions can track available beds to understand and maximize utilization, trace valuable equipment to prevent theft or losses, monitor staff for hygiene compliance purposes, track patients and staff location for safety purposes, and ensure that personnel are able to access necessary areas and equipment at all times.
[bookmark: _Ref199259179]UWB technology has witnessed considerable RTLS deployment growth in recent years. Various assets have UWB tags attached to them. These tags communicate with anchors deployed around the factory, warehouse, or healthcare environment, allowing items to be precisely located in real-time. UWB’s ability to deliver centimeter level location accuracy, ultra-low latency, and robustness in harsh environments gives it significant advantage over alternative technologies. This has enabled it to build success in many commercial environments for some of the more stringent asset and vehicle tracking applications. These applications include vehicle navigation and collision detection, high-value tool and equipment tracking, and worker safety applications.[footnoteRef:14] [14: 	See FiRa Whitepaper on Unleashing the Potential of UWB: Regulatory Considerations.] 

[Editor’s Note: consider additional text about standardised omlox use]	Comment by USA: Consider including Aliro standard discussion in 6.3.3
Figure: …
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[bookmark: _Toc200986775]6.2.2	Operational and technical characteristics
[Editor’s Note: More discussion needed on the table. Check, that there are no new elements here/consistency with above text UWB has varying PSD levels, needs to be clearer. Is this report requesting changes?]	Comment by USA: Table amended to clarify PSD. Report is not proposing changes — what more is needed to resolve?
[
TABLE XX
Operational and technical characteristics of Location Tracking: Industrial and commercial applications 
	Operational characteristics
	Technical characteristics/Density and activity factor

	–	Deployed in specific locations, mostly in industrial and commercial installations. Use could be either indoors or outdoors.
–	Mostly professional users. 
–	Typically consists of fixed infrastructure “anchor” sending periodic signals to mobile tags like downlink TDOA (Time Difference Of Arrival) or conversely, fixed infrastructure “anchor” receiving periodic signals from mobile tags. 
–	Communication with a limited amount of data is performed to extract the time-of-flight or time-of-arrival information. Further communication may be included to control the ranging exchanges and share timestamp information.
–	Legacy proprietary systems are increasingly being replaced by IEEE 802.15.4 compliant systems.
	–	Typical power spectral density up to −41.3 dBm/MHz (-31.3 dBm/MHz in some cases)
–	Typical 3-dB bandwidth of 500 MHz, 10-dB bandwidth below 650 MHz
–	Usually operating between 3,1 GHz to 4,8 GHz or 6 GHz to 9 GHz
–	Low duty cycle transmissions. Typical packet durations in the order of 150-300 microseconds transmitted at 0.1-10 Hz
–	Depending on the environment often active 24 hours/day or at least during working hours.
–	Taking into account the overhead, the resulting device time factor is typically well below 1%.
–	Density in specific locations (indoor or outdoor), density of transmitting nodes in a location limited by airtime availability and propagation loss. Higher density mobile tag deployments are envisaged for downlink TDOA so as not to saturate the UWB channel.


]
[bookmark: _Toc200986776]6.3	Access control applications
[bookmark: _Toc200986777]6.3.1	Description
Access control applications are applications to ensure that an authorized key device is securely detected to be present very close to a gate so that access to critical facilities can be provided only to persons carrying such authorized devices when they are close to the gate.
Two types of access control applications are described below: Vehicular access control and general purpose access control.
[bookmark: _Toc200986778]6.3.2	Vehicular access control applications
In the automotive industry, adoption of UWB for key fobs surpassed 20% of new vehicles in 2024[footnoteRef:15]. To support smartphone integration, the Connected Car Consortium (CCC) Digital Key[footnoteRef:16] standard includes UWB with a combination of radio technologies to support remote locking and unlocking, as well as remote start.  [15: 	https://www.autosinnovate.org/resources/papers-reports/Ultra-Wideband%20%28UWB%29%20Technology.pdf.]  [16: 	https://carconnectivity.org/wp-content/uploads/2022/11/CCC_Digital_Key_Whitepaper_Approved.pdf.] 

Digital Key® is the most widely used vehicular access system which is specified by the CCC. It standardizes how a vehicle can be automatically unlocked as the driver approaches. To prevent illegal access to the vehicle the identity and proximity of the user must be verified. The Digital Key standard calculates the distance to the driver using UWB to ensure that the user is within a few meters of the car. By including a secure distance measurement, the unlock procedure is much more secure and can occur without the user removing their smartphone from their pocket. The reverse would also be true as the person exits the vehicle; the vehicle would automatically lock. The same procedure is also used to secure engine start. Secure distance measurement eliminates the so-called relay attack on passive entry cars. 
The distance measurement is carried out as described in section 4.2 using Time of Flight (ToF). In Digital Key, two-way ranging is a one-to-many protocol, meaning the transceiver in the UWB enabled smartphone or keyfob transmits a signal which is received by many receivers referred to as UWB anchors. During the reply portion of the protocol, each of the UWB anchors on the vehicle will take turns in replying. As a final step, the smartphone transmits back the time the secure timestamp sequence (STS) arrived from each sensor on the vehicle. The UWB sensor in the vehicle can then calculate that exact distance to the smartphone. Ultimately the more sensors in and around the vehicle, the more accurate the location measurement.
In addition, signals consisting of many short pulses are used and the sequence of the pulses are chosen to maximize the ability to discern reflections. For added security AES generated sequences are also used – allowing only those with the shared key material to even detect the modulated pulses themselves. These Scrambled Time Stamps (STS) are a unique cornerstone of the PHY level security offered by the UWB technology.
It is possible to determine the arrival time of signals in a UWB receiver using the standard method AND/OR a stealth method whereby the security of the system is extremely high. There is no other widely available technology which provides this level of security for a radio interface.
With secure signal transmission and high accuracy clocks the system can measure the distance between the mobile device hosting the Digital Key and the car to within 5 cm.
[Editor’s Note: add Picture Vehicle Access]
This has other benefits as well. As the user approaches the vehicle, the distance to the user could be divided into zones. When the user is beyond the zones, nothing will happen. As they approach zone 3 (see figure below), the vehicle flashers could blink. As they approach zone 2, the welcome lights could turn on. Finally, as they approach zone 1, the vehicle would unlock and could configure advanced features such as start the vehicle, set climate controls to the driver’s desired settings, set infotainment preferences such as music/podcasts and other type of comfort control features.
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The distance bounding of mobile devices to cars is a very important part of the complete eco-system but there are many more capabilities which make up the Digital Key. Leveraging the authentication of the user and the connectivity of the mobile phone, the security of Secure Elements (SE) facilitates the complete user experience of the DIGITAL Key allowing e.g. easy sharing of Digital Keys with family and friends, for fleet applications, for valet parking and for E-charging. 
Including the technology in vehicles has also opened up other possible features, including using UWB sensing to detect passengers and pets in the rear seats. (See section XX)
[bookmark: _Toc200986779]6.3.3	General purpose access control
The use of UWB for digital car keys in the automotive space (as specified by the CCC) can also be extended to the use of UWB for residential and/or commercial access control. Building upon their experience with UWB-enabled access systems in the commercial sector, manufacturers of residential door locks and security systems are incorporating UWB into their smart home products. While several manufacturers have released proprietary implementations of UWB, the Connectivity Standards Alliance is including a standardized implementation in the Aliro[footnoteRef:17] specification. [17: 	https://csa-iot.org/all-solutions/aliro/.] 

Embedding UWB within door locks and access control readers has the potential to improve security, enable better user experiences, and provide innovative advanced provisioning capabilities. Much like in the automotive realm, end-user devices such as smartphones, wearables, key fobs, or badges can be UWB-enabled to act as digital keys.
A typical deployment scenario will involve a Bluetooth Low Energy and UWB enabled reader and smartphone. Initially the devices communicate via Bluetooth Low Energy for wake up, initialization and authentication, then hand over to UWB for secure ranging to measure distance and Angle-of Arrival (AoA), and then trigger the unlock sequence as defined by a predetermined distance. 
There are several advantages of leveraging UWB for access control:
–	UWB offers protection from relay station attacks which makes it well suited to secure access applications versus alternative wireless technologies. 
–	UWB can also detect if the user is inside or outside the building, as well as if they are walking to or from an entrance or exit.
–	This ensures that the door is only opened when needed and prevents unauthorized access.
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[bookmark: _Ref199259198]As UWB can track the user’s exact location in relation to the entrance or exit, this removes the need to perform an action such as entering a code, using a fingerprint or facial recognition system, tapping a key fob on a reader, or using a key. It also alleviates potential privacy concerns with alternative methods of authentication, reduces the time it takes to perform the task, and improves the user experience.[footnoteRef:18] [18: 	See FiRa Whitepaper on Unleashing the Potential of UWB: Regulatory Considerations.] 

[bookmark: _Toc200986780]6.3.4	Operational and technical characteristics
[Editor’s Note: More discussion needed on the table. Check, that there are no new elements here/consistency with above text]
[

TABLE XX
Operational and technical characteristics of access control
	Operational characteristics
	Technical characteristics/Density and activity factor

	–	UWB is used to verify physical presence or proximity, e.g. to prevent relay attacks.
–	Mass market use. Initial deployments in vehicular access control, mobile phones and residential access. 
–	Mix of mobile use cases (vehicular, mobile phones) and fixed installations (residential access control). Majority outdoor use.
–	Communication with a limited amount of data is performed to extract the time-of-flight information. Further communication may be included to control the ranging exchanges and share timestamp information.
–	Occasional use at infrequent intervals. UWB communication often triggered by other (wireless) technologies.
–	IEEE 802.15.4 compliant systems ensure interoperability
	–	Power spectral density up to −41.3 dBm/MHz
–	Typical 3-dB bandwidth of 500 MHz, 10-dB bandwidth below 650 MHz
–	Operating between 6 GHz to 9 GHz
–	Low duty cycle transmissions. Typical packet durations in the order of 150-300 microseconds.
–	Extremely low activity factors, also due to reliance on external trigger mechanisms. Active a few seconds at most, usually only a few times a day
–	The resulting device time factor is therefore well below 0.005%
–	Density: currently limited to approximately 0.2 device per person. Future density may grow up to 2 devices per person. 


]
[bookmark: _Toc200986781]6.4	Consumer device tracking / High precision asset tracking
[bookmark: _Toc200986782]6.4.1	Description
The most widespread adoption of UWB to date has been in asset trackers. While previous generations of asset tracking “tags” have used other technologies such as Bluetooth LE to provide users with a general location of an item, the addition of UWB provides accurate direction and distance information. UWB-capable tags come in multiple form factors and accessories allow attachment to virtually any item, including keys, wallets, handbags, backpacks and luggage. UWB chips are also being incorporated into electronic devices in addition to phones, such as tablets, headphones, chargers and battery banks.
solutions are available which contains UWB, Bluetooth Low Energy and NFC technology. 
However, for those devices equipped with UWB, users can more accurately locate their lost items through “Precision Finding”, which will guide them to their tag using sound, haptics, and visual feedback. Lost tags can be tapped by an NFC-enabled device to bring up contact details of the tag owner. 
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Description automatically generated]
Also, Augmented Reality (AR) Finding has also been introduced by some smartphone makers. Users are visually guided to their lost device using their smartphone’s camera, making it much easier to precisely locate their items, improving the finding experience for end users. Users can tag items as missing and other smartphone owners can help to locate lost items as part of a crowdsourced network. This could also help to create new services for mobile operators and insurance companies, leading to new business models and additional value for end users.[footnoteRef:19] [19: 	See FiRa Whitepaper on Unleashing the Potential of UWB: Regulatory Considerations.] 

[bookmark: _Toc200986783]6.5	Personal tracking: UWB in The Smart Home
[bookmark: _Toc200986784]6.5.1	Description
The vision of a fully automated, truly intelligent, highly personalized, and interconnected smart home has not yet been fully realized. A large part of this has been due to the absence of highly accurate indoor location technologies that are capable of enabling the smart home platform to determine precisely who and where someone is, as well as their intention. The next wave of the smart home’s evolution will come from the combination of seamless connectivity and interoperability between devices, alongside the precise localization of people and objects within the home. Thanks to its ability to precisely pinpoint the distance and direction between different UWB enabled products within the home environment, UWB has the potential to enable this seamless, automated, and personalized experience within the home. This will allow for better end-user interaction experiences as well as more intelligent automated homes that rely less on manual interaction and can adapt in real time to the specific needs for end-users. There are two major ways in which UWB can help to achieve this: (1) point-and-trigger control; and (2) presence detection and follow-me.19
[bookmark: _Toc200986785]`6.5.2	Point-and-trigger control 
As the name suggests, point-and-trigger applications involve pointing a UWB-enabled smartphone towards other UWB-enabled connected home devices such as speakers, televisions, light bulbs, thermostats, or other appliances. Based on UWB’s high accuracy and directional capabilities, the smartphone can detect exactly what device it is being pointed at, and automatically open a relevant control panel on the smartphone display. This can then be utilized to turn a television on or off, select the color and brightness of a smart light bulb, change the radio station or song, adjust the volume on a speaker, turn up the thermostat, or seamlessly cast video and audio to a television or speaker. In addition to control panels, smartphones could also pull up additional contextual information, such as song lyrics, further recommendations, and other new ways of engagement. 
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Description automatically generated]
While voice control is optimal for more simple tasks that are easy to describe (e.g. playing a specific song on a speaker), for certain home automation and control tasks, describing what is required can be a lot more cumbersome. For example, selecting a specific light bulb in a room and changing it to the correct color and brightness is much easier to control via a dedicated app and touchscreen control than voice.
However, the process for this control today is not seamless. Users have to unlock their smartphone, open up the correct app, select the correct device and manually adjust the settings. With UWB, this problem can be alleviated, providing a much more desirable one-tap user experience. 
Xiaomi recently demonstrated UWB being leveraged within a variety of smart home devices such as fans, lamps, and smart speakers. This demonstration highlights the growing potential of the UWB-enabled smart home ecosystem. Similarly, UWB has already be incorporated in smart speakers. It now allows streamlined handoff of content such as music, calls, and podcasts with smartphones. By leveraging UWB, the device is able to add visual and haptic feedback and provide listening suggestions when the smartphone is in close proximity to the speaker. It can also display controls on the device without needing to unlock it.[footnoteRef:20] [20: 	See FiRa Whitepaper on Unleashing the Potential of UWB: Regulatory Considerations.] 

[bookmark: _Toc200986786]6.5.3	Presence detection and follow-me
By embedding UWB within smart home devices, they can respond to specific user movements automatically. Examples of this include turning on a light, playing a preferred playlist, or adjusting to the preferred temperature when a user enters or leaves a room, and can follow them from room to room. Personal profiles could be set up for homes with multiple occupants, enabling certain smart home devices to adjust to their own unique preferences.
UWB can determine that the end user is within a specific room, or even in a more specific location, enabling more contextual interaction. For example, when a user is sitting on the sofa, the television could automatically switch on and return to what the user was previously watching or dim the lights to the preferred settings. UWB embedded within a notebook PC could detect when the user is sitting at the desk and securely lock or unlock the device as required, preventing any intrusion. 
As highlighted earlier, many smart home and building security vendors are members of the FiRa Consortium and have promoted the potential of UWB for secure hands-free access control within both residential and commercial environments. The low latency of UWB ensures a seamless and immediate experience. Users will not be frustrated while waiting for the lights to turn on or pointing to a device that takes a long time to open the correct control panel.20
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[Editor’s Note: Operational and technical characteristics ?]
[bookmark: _Toc200986787]6.6	UWB Radar Sensing and material investigation
[bookmark: _Toc200986788]6.6.1	General
[Editor’s Note: Reminder Radar/Sensing Terminology]
These devices a focused to detect the behaviour of a target within a focus area. These applications are comparable to Radar applications (see clause 6.5.3). With the possible huge bandwidth such devices are able to separate between target, have a good range resolution and in addition, based on the spectral reflection an object classification (kind, speed,..) is possible.
The keyword for such applications are presence detection, gesture detection and movement control.
Radar like UWB is also used on combination with tracking applications. This allows more flexibility for the use, e.g. hands-free door opening, monitoring of fallen elderly people or implant communication / body area networks… The benefit for UWB is that communication/tracking and sensing could be realized under the same regulation and within the same frequency range and also the same hardware could be used.
In addition is the huge bandwidth and the adjustment possibility for the best frequency range (physical) allow UWB material investigation applications to separate objects within another one or allow to determine the material behaviour. 
The keywords and the use of such applications are widespread. We can find UWB sensing applications in the medical domain e.g. for hearth/breath monitoring/measurement or tumor detection (see 6.5.2). In the building sector we can find it for ground and wall scanning (object detection) or humidity measurement (see clause 6.5.5). In the Industrial sector we can find UWB for material mix determination (% of one material within another one) or material behaviour (humidity, speed, …)(see clause 6.5.5).
But not only in these sectors the possibility of material investigation is used in farming (humidity, material classification...) within vehicles (driver monitoring) (see clause 6.5.4) and many more.
[bookmark: _Toc200986789]6.6.2	Medical imaging
[Editor’s Note: More description needed]
[Editor’s Note: More discussion needed on the table. Check, that there are no new elements here/consistency with above text]
[
TABLE XX
Operational and technical characteristics of medical imaging
	Operational characteristics
	Technical characteristics/Density and activity factor

	–	Mostly occasional use by professionals in limited numbers
–	Use is limited to specific locations
–	May be used for a variety of health applications for imaging inside the body of a person or an animal
–	Indoor stationary occasional use by trained personnel
–	Transmission is directed towards a body
	–	Power spectral density up to −41.3 dBm/MHz
–	Typical bandwidth between 1 and 5 GHz
–	Usually operating between 2 GHz to 7 GHz 
–	Varying duty cycles, typically 10% up to a maximum of 40%
–	Depending on the application, varying from sporadic use to up to 8 hours/day.
–	Taking into account the overhead, the resulting device time factor is typically well below 1% but could increase up to 3%.
–	Density: Concentrated in medical facilities.



]
[bookmark: _Toc200986790]6.6.3	Surveillance and presence detection
[Editor’s Note: More description needed]
[Editor’s Note: More discussion needed on the table. Check, that there are no new elements here/consistency with above text]
[
TABLE XX
Operational and technical characteristics of surveillance and presence detection
	Operational characteristics
	Technical characteristics/Density and activity factor

	–	Operate as “security fences” by establishing a stationary RF perimeter field and detecting the intrusion of persons or objects in that field
–	Outdoor and indoor use in a stationary manner
	–	Power spectral density up to −41.3 dBm/MHz
–	Bandwidth between 1 and 2.5 GHz 
–	Usually operating between 6 and 9 GHz
–	Duty cycle up to 2% on average and 10% in maximum (during detection event)
–	Usually active typically 12 hours per day and up to 24 hours per day
–	Resulting device time factor of 2% 
–	Density: maximum 1 out of 10 buildings have 2 devices

	–	Indoor use
	–	Typical BW > 500 MHz necessary
–	Power spectral density up to −41.3 dBm/MHz
–	Bandwidth between 0.5 and 3 GHz 
–	Usually operating between 6 and 9 GHz
–	Duty cycle up to typically 1%
–	Density: maximum 1 out of 10 buildings have 5 devices 


]
[bookmark: _Toc200986791]6.6.4	In vehicular radar/sensing
[Editor’s Note: More description needed]
[Editor’s Note: More discussion needed on the table. Check, that there are no new elements here/consistency with above text]
[
TABLE XX
Operational and technical characteristics of in vehicular radar
	Operational characteristics
	Technical characteristics/Density and activity factor

	–	Mobile usage
–	In-cabin use for child presence, seat occupancy, driver status
	–	Typical BW > 500 MHz necessary
–	Power spectral density up to −41.3 dBm/MHz
–	Bandwidth between 0.5 and 3 GHz 
–	Usually operating between 6 and 9 GHz
–	Duty cycle up to typically 1%
–	Average usage of a personal car: 2 hour per day
–	Resulting device time factor of 8% 
–	Density: 2 devices per personal car. With a maximum of 100 cars/km2 (urban) and peak average 300 cars/km2


]
[bookmark: _Toc200986792]6.6.5	Material Investigation
[Editor’s Note: More description needed]
[Editor’s Note: More discussion needed on the table. Check, that there are no new elements here/consistency with above text]
[
TABLE XX
Operational and technical characteristics of material investigation
	Operational characteristics
	Technical characteristics/Density and activity factor

	–	Stationary indoor/outdoor use
–	Object determination and classification
	–	Bandwidth: up to 5 GHz bandwidth
–	Location precision/accuracy: ≤ 10 mm
–	Spectrum band: 2 GHz to 10.6 GHz, for some application lower frequency components might be required
–	Maximum Duty Cycle: ≤ 20% per minute in operational bandwidth
–	Typical duty cycle: ≤ 2% in operational bandwidth
–	Maximum mean e.i.r.p. spectral density: −41,3 dBm/MHz
–	Activity factor AF: between 1 and 8 h per day, 2%
–	Resulting device maximum time factor of 0,666% 
–	Densities: 5/50/500 devices per km2 (rural/suburban/urban)


]
[bookmark: _Toc200986793]6.7	Low latency communication / Consumer Electronics
Some companies are using UWB as an alternative to Bluetooth for high-fidelity audio, with several headphone and UWB hub products announced since 2024.
[Editor’s Note: More description needed]
[Editor’s Note: More discussion needed on the table. Check, that there are no new elements here/consistency with above text]
[
TABLE XX
Operational and technical characteristics of low latency communication
	Operational characteristics
	Technical characteristics/Density and activity factor

	–	UWB is used for communications in highly reflective environments and applications where low latency is critical. It offers moderate data rates at low power
–	High multipath resistance matters in certain industrial and professional environments
–	Indoor use only
–	Low latency is valued in professional audio applications. It is also being considered for certain consumer applications like gaming, AR/VR and home theatre. Majority of the use is indoors and restricted to specific locations
–	Mixture of proprietary and IEEE 802.15.4 systems 
	–	Power spectral density up to −41.3 dBm/MHz
–	Typical bandwidth of 500 MHz or more
–	Usually operating between 3,1 GHz to 4,8 GHz or 6 GHz to 9 GHz
–	Latency typically 2 ms or better
–	Typical duty cycle 15%, maximum duty cycle of 30%, indoor only.
–	Typically used for 2 hours per day or less, resulting in an overall device time factor of 0,0833%
–	Density: for gaming: 1 hours per day. One per 4 personal residence. For home theater: 1 hours per day: 1 per 6 personal residence


]
[bookmark: _Toc200986794]7	Technical and regulatory considerations
Regulations written in the early 2000’s did not anticipate how UWB technology would eventually evolve. Much of the initial concern of incumbents was focused on high-data-rate communications being delivered by networks of continuously operating UWB transmitters, especially outdoors. Further, the wide individual channel bandwidth and very broad range of spectrum potentially used by UWB devices included many different incumbent operations using a range of different wireless technologies. Naturally, national regulatory authorities (NRA’s) drafted conservative rules to limit power and location to protect against unknown risk. As the UWB market has developed, however, some of these early assumptions may need to be reassessed by NRA’s within a particular administration’s national context and revise their local rules to reflect experience and current applications of the technology.
[bookmark: _Toc200986795]7.1	Opportunistic and user-initiated transmission
One key mitigation that reduces risk of interference to incumbents is reducing overall duty cycle. All of the consumer use cases described in Section 6 are characterized by limited transmission durations over short distances that are controlled by a user or use an alternate radio technology to enable the UWB connection. This is particularly important for portable devices such as smartphones, key fobs and small UWB tags, where battery life is a key development constraint. Even the UWB audio use case has a low duty cycle, since the data bandwidth is so large relative to the payload.
[bookmark: _Toc200986796]7.2	Channel utilization
Another mitigation is the relatively limited number of channels used by most UWB implementations. Of the fifteen channels specified for High Data Rate operation in IEEE 802.15.4 and shown in Figure 1, only two (Channels 5 and 9) are used for most consumer applications. 
FIGURE 1
UWB channels in IEEE 802.15.4
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This focus on two specific channels is due to a combination of regulatory and technical factors. First, not all channels are available for use in every regulatory domain and the consumer UWB market is global. Second, while UWB can be quite resistant to interference it operates better in bands where there are fewer high-power operations. This led chipmakers to focus on developing products for Channel 5 and Channel 9, where incumbent operations include fixed service, PMSE, satellite and radar systems that are best suited to coexist with the relatively low-power and intermittent consumer UWB use cases.
It is important to note, however, that many industrial and commercial UWB products use the other available UWB channels depending on the suitability of specific frequencies for different applications.
[bookmark: _Toc200986797]8	Summary
UWB is a maturing technology with use cases and operating parameters very different than what was envisioned when the technology was in its infancy. In particular, the rise of smartphone-enabled consumer use cases has driven growth in adoption while the operational characteristics of these applications may serve to mitigate some of the risks originally anticipated by incumbents and NRA’s. 
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